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UBND TINH BONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM

SOYTE Poc lap - Tw do - Hanh phuc
$6:203H1SYT-VP Déng Nai, ngay /G thing 4 nim 2020

V/v trién khai Cong vin sb
1001/STTTT-CNTTVT ngay
15/4/2020 ctia S& Thong tin va
Truyén thong.

Kinh giri: Gidm ddc, Thi trudng céc don vi tryc thude.

S& Y té Pdng Nai nhan dugc Cong vén so 1001/STTTT-CNTTVT ngay
15/4/2020 cua S¢ Thong tin va Truyén thong vé viéc canh béo nguy co mét an
toan thong tin tin phin mém hop truc tuyén Zoom (Dink kém Cong van).

Giam dbc S¢ Y té dé nghi Giam doc Thi truéng cdc don vi truc thude chi
dao cac t§ chirc, c4 nhan phu trach vé cong nghé théng tin cia don vi tb chirc
trién khai thuc hién nodi dung Coéng van so6 1001/STTTT-CNTTVT ngay
15/4/2020 cia S& Thong tin va Truyén thong.

D& nghi Gidm dbc, Thu trudng cac don vi tryc thude trién khai thyc hién
theo su chi dao./.

Noi nhin:
- Nhur trén;
- Luu: VT,VP.
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_ UBND TINH PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phiic

S6: 1001 /STTTT-CNTTVT DéngNai, ngay /5 thang 4 ndm 2020

V/v canh bdo nguy co mét an toan théng tin
tlr phan mém hop truc tuyén Zoom

Kinh grri: ,
- Céc co quan Dang, Nha nudc va céc doan thé trén dia ban tinh;
- Viettel Chi nhanh Pdng Nai, VNPT DPdéng Nai, MobiFone
Ddng Nai, FPT Chi nhanh Dng Nai.

Ngay 14/4/2020, Cuc An toan thong tin c6 van ban sd 250/CATTT
VNCERT/CC v& viéc canh bdo nguy co mat an toan théng tin tir phin mém hop
true tuyén Zoom. Theo d6, Trung tdm Ung ctru khén cip khong gian mang Viét
Nam thudc Cuc An toan thong tin (ATTT) d& ghi nhén c6 hon 500.000 tai khoan
Zoom dd bi 19, lot thong tin c4 nhén cta ngudi s dung, trong do, bao gom
email, mat khau, duong dan URL céc cude hop/va mét khau kém theo.

Hién nay, Zoom dang 1 phan mém pho bién cho hoc truc tuyen td chirc
hoi hop va lam viéc tir xa. Tuy nhién, phan mem nay ton tai mot 56 186 hong béao
mat nghiém trong nhur: ma héa dit heu dau cubi kém, dé dang bi do quét ID cude
hop, 16 hong lién quan dén dudng ddn UNC (Universal Naming Convention).

Tir ddu ndm 2020, nhidu 15 hdng bao mét clia Zoom d& dugc cong b6 mi 16
héng (trong d6 c6 16 héng chwa duge nha cung cép xir Iy triét dé) nhu: CVE-
2020-11500, CVE-2020-11469, CVE-2020-11470,... v6i nhidu mirc dd nguy
hiém khac nhau (chi tiét tai phu luc kém theo).

Théng qua nhimg 15 hong trén, tin tdc co the truy cdp bat hop phap vao cac
phong hop, theo doi, truyen ba cac thong tin x4u, ddc hai; ddnh cip thong tin
hodc cai dt ma doc truc tiép trén mdy tinh ngudi ding.

Nham ting cudng cong tic bao dam an toan, an ninh mang, déc biét la béo

© vé thong tin c4 nhén, bao vé quyén va lgi ich hop phap cua cac co quan, tb chic,

doanh nghiép va nguoi sir dung trén dia ban tinh Pong Nai, S& Thong tin va
Truyén théng dé nghi quy don vi thuc hién:

1. Céc co quan, td chirc hanh chinh nha nudc khdng nén st dung phan mém
Zoom dé _phuc vu cac budi hop truc tuyen tai don vi minh. Péi vGi cac doanh
nghiép, tb chirc, c4 nhan khac can nhic cin thén khi sir dung phan mém hop truc
tuyén Zoom cho cac hoat dong hoc truc tuyén, trao d6i true tuyén hodc cac td
chirc hoi hop khac.

2. Uu tién lua chon céc san phdm phdn mém hoc truc tuyén, t6 chirc hoi
hop va lam viéc tir xa do doanh nghi€p uy tin san xudt, dic biét 1a cac san pham
do doanh nghiép uy tin trong nuéc cung cap nhu: Viettel, VNPT, MobiFone,
FPT, VNG, CMC, Nhan Hoa,.




3. Pbi v6i cac doanh nghiép cung cap phin mém hoc truc tuyén, t& chirc
hoi hop va lam viéc tir xa: Phai trang bi ddy du cac tinh ning bao méat cho phan
mém, bao dam an toan thong tin cho ngudi sit dung, c6 doi ngli k§ thuat dé hd
tro kip thoi cho khéch hang.

4. Béi véi ngudi str dung cac phén mém hoc truc tuyén, td chirc hoi hop va
lam viéc tir xa:

- Chu y tai phan mém tir céc ngudn chinh théng, thudng xuyén cép nhit
phién ban m&i nhét ctia phan mém.

- Khéng chia s¢ thong tin vé phong hop (ID, mét khau) dé tranh cac trudng
hop bi ké xau theo ddi, pha hoai.

- Thiét 14p céc cAu hinh bdo mét cao trén céc phén mém hop truc tuyén. Cu
th8: P4t mat khau phtrc tap cho cac budi hop; Kich hoat ché @0 xét duyét nguoi
tham gia trude khi vao phong hop; Thiét 1ap cAc tinh ning quan ly viéc chia sé
man hinh trong budi hop; Han ché viéc luu lai n6i dung bubi hop trong trudng
hop khéng can thiét.

- Déi v6i ngudi ding da sir dung phan mém Zoom, thuc hién ngay viéc do1
mat khéu phirc tap, tranh sir dung chung mét kh?u véi céc tai khoan khac.

Trong trudng hop phat hién nguy co, dau hiéu 18, 16t thong tin ca nhén cua
ngudi sir dung, @& nghi co quan, don vi cAn nhanh chéng khic phuc va kip thoi
lién hé dau mdi'hd tro cia Cuc An todn thong tin: Trung tim Ung ctiu khén cip
khong gian mang Viét Nam, dién thoai 086.9100320, thu dién to:
office@vncert.vn hodac S& Thoéng tin va Truyén thong, dién thoai
0251.3810.269, thu dién t: attt@dongnai.gov.vn./.
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PHU LUC
Chc mil 18i québc té aa duoe cong bd dbi véi phin mém Zoom
(kém theo vin ban s6 1001 /STTTT-CNTTVT ngay /.5/4/2020)

1. M4 16i: CVE-2020-11500 (Chua c6 ban vi)
Mire 4§ 16i: Mire Cao

Severity AT TN  CVSS Version 2.0

CVSS 3.x Savarity and Metrics:

\‘ﬁi NIST: NVD Base Score: Vactor:

e CVSS:3.1/AV:N/AC:L/PRINJUEN/S:U/CHAN/AN

M$ t4 18i:

Cho dén phién bdn 4.6.9 cia Zoom Client c6 sir dyng ché d9 ECB cua thut todn ma hoa
AES vai khéa 128 bit d& mé hoa video va am thanh khi truyén di. Ché 4§ ECB dugc
dénh gis 14 ché d3 ma héa yéu nhit trong cdc ché dd c6 siin clia AES, ¢6 thé cho phép
tin tac c6 thé xem dugc hinh anh trong cuc hop.

2. M 13i: CVE-2020-11469
Mire d§ 18i: Mirc Cao

Severity CYS5version 3x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

@msn NVD Base Score: [EESNN Vector:

CVSS3.AV:LACLPRLIUIN/SUFCHAHIAH

“cuu MITRE Base Score: [FENEBRE  Vecton:

CVSS:3.0/AVLACH/PRH/ULR/SIUSCHAH/AH

M6 ta 18i: Phién ban 4.6.8 trd vé trudce cia Zoom Client dugc phat hién c6 16 hdng trén
hé diéu hanh macO$ va dugc phan logi [a nghiém trong. L3 héng nay cho phép ké tan
cong sao chép tép tin runwithroot vao thu myc tgm thoi cia ngudi dung trong khi cai
dat, cho phép tin tic duge quyén truy cdp root biing céich thay thé runwithroot. Tin tic
sau d6 chiém dugc quyén quan tri cao nhét trong may bj tin cong.

Khuyén nghj:
Cap nhét phién ban 4.6.9 tr¢ 1én.
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